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1.In which order are firewall policies processed on a FortiGate unit?
A. From top to bottom, according with their sequence number.

B. From top to bottom, according with their policy ID number.

C. Based on best match.

D. Based on the priority value.

Answer: A

2.What logging options are supported on a FortiGate unit? (Choose two.)
A. LDAP

B. Syslog

C. FortiAnalyzer

D. SNMP

Answer: BC

3.What is valid reason for using session based authentication instead of IP based authentication in a
FortiGate web proxy solution?

A. Users are required to manually enter their credentials each time they connect to a different web site.
B. Proxy users are authenticated via FSSO.

C. There are multiple users sharing the same IP address.

D. Proxy users are authenticated via RADIUS.

Answer: C

4. With FSSO DC-agent mode, a domain user could authenticate either against the domain controller
running the collector agent and domain controller agent, or a domain controller running only the domain
controller agent.

If you attempt to authenticate with a domain controller running only the domain controller agent, which
statements are correct? (Choose two.)

A. The login event is sent to a collector agent by the DC agent.

B. the login event is sent to the FortiGate by the DC agent.

C. The domain collector agent may perform a DNS lookup for the authenticated client's IP address.

D. The user cannot be authenticated with the FortiGate in this manner because each domain controller
agent requires a dedicated collector agent.

Answer: CD

5.Regarding the use of web-only mode SSL VPN, which statement is correct?

A. It support SSL version 3 only.

B. It requires a Fortinet-supplied plug-in on the web client.

C. It requires the user to have a web browser that suppports 64-bit cipher length.
D. The JAVA run-time environment must be installed on the client.

Answer: C
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